PRIVACY POLICY FOR THE OFFICE OF DR. SAMPLE
Privacy Officer:  Jaime Stewart, or her successor.

           Duties: develop privacy policy, receive complaints of alleged violations of privacy regulations, and  

            Provide information on privacy policy.

Training: Each employee must review privacy policy and notice of privacy policy and sign acknowledgement thereof by April 14, 2003, or by 6 weeks of hire date.                                                 

Safeguards: In order to safeguard our patient’s Personal Health Information (PHI) as required by law, our                                                                    

                    Office follows these policies:

1) All pts must receive Notice of Privacy … sheet.  We must attempt document this by making a good faith effort to have the pt. sign a Pts. Acknowledgement Form.  

2) The most important provision of the HIPAA privacy act is that when disclosing or using any PHI, the very minimum necessary information should be disclosed.  For instance, when confirming an appt by phone, only the date and time of the appt. should be revealed, not what procedure is to be done.  Common sense will dictate most of our actions.

3) Charts will be stored in areas not easily accessible to non-employees.  These areas include but are not limited to the chart wall behind the reception area, the filing cabinet in Dr. SAMPLE ’s office, and the “dead charts” boxes in the basement. 

4) Charts and routers may be placed in chart boxes outside treatment rooms, but should be placed facing walls.

5) No person not in the employ of Dr. SAMPLE should be allowed in areas of the office where PHI are stored or accessible without direct supervision of an employee.  This includes company reps and repair people.

6) Each employee will have unique passwords into our computer system, and be limited by said passwords to accessing only information necessary to their jobs.

7) Be sure to “log off” computer terminal when not in use.

8) Don’t use a computer terminal signed on in someone else’s passwords.

9) No information pertaining to one patient should be discussed in an identifiable way in the hearing of another (low voices).

10) No PHI may be disclosed over the phone or fax except to Business Associates who have received and signed a Business Associate agreement, or to the pt. or their guardian or a person who has been ok’d by the pt. in writing.  All fax and e-mail communications containing PHI should have the Fax/Email disclaimer added.

11)  In order to receive copies of PHI (i.e. x-rays or charting ), pt. must fill out a Patients Request for Information Form.- this is not mandatory any more.
12) In order for a pt. To change any PHI they must fill out a Patient’s Request to Amend Information sheet.  This request should be reviewed and approved by the privacy officer.

Access to Records:  Because of the small size of our office, all employees are allowed access to PHI.  This                                                                 

                                 access ensures that treatment will be properly provided and that payment for services

                                  is received.

Sanctions :  Any breach of our privacy policy by an employee will result in disciplinary action.

                     1st offense:  employee will be given a verbal warning.

                      2nd offense:  employee will be given a written warning.

                      3rd offense:  employee will be given a 2 day suspension without pay.

                      4th offense:  employee will be terminated.

                      All disciplinary action will be documented in employee’s personnel file.

Complaints:   Any complaints of alleged violation of privacy matters will be referred to the privacy officer.                  

                        The patient or his agent should be given a Patient Privacy Complaint form to fill out, which                                                                 
                        should then be given to the privacy officer.  

Mitigation:  Our office is responsible for mitigating (making o.k.) any harmful affects we know about                                                                      

                    resulting from the use or disclosure of PHI that violates our policy.  This holds true for our

                    business associates.

 Retaliatory acts:  Our office may not take any retaliatory action against patients who exercise their rights                                                                

                              under HIPAA, including the filing of a complaint with our office.  We will not take any

                              action against anyone who opposes any act or practice made unlawful by the privacy                                                               

                              regulation, provided the person has a good-faith  belief that the practice opposed is                                                                   

                              reasonable and does not involve an unlawful disclosure of protected information.

Waiver of Rights:  We may not require pts to waive their rights under the privacy regulation as a condition  

                                of providing treatment.

Changing Policies and Procedures:  If we make any changes to the policy, we must document it and change 

                                                          our office privacy notice at the same time.

Documentation:  We must maintain our privacy policy in written or electronic form.  If we have a written                                                   

                            communication dealing with privacy regulations, we must maintain it in written form or

                             in electronic form.  We must keep all documentation for 6 years from the date when it                                                                  

                             was last in effect, or the date when it was created, whichever is later.              
                  FOR THE OFFICE OF Dr. Christopher SAMPLE 
